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Code Obfuscation

[Collberg et al. POPL 1998]
A program transformation O: Programs — Programs is a code obfuscation if:
» O preserves the observational behavior of programs

» O(P) is more difficult to analyse
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Code obfuscation
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Code Obfuscation & Static Analysis

—_—— —— —— —_—— — ——————————

True opaque predicate
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Completeness

= Modify the property
towards compV\
oo :

Incompleteness

—

Program Transformation
, : Obfuscation
=Modify programs towards

completeness and toward
Incompleteness
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Code Obfuscation & Static Analysis

= cffective wrt static analysis

= |ess effective wrt dynamic analysis
True opaque predicate

/
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True False
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Code Obfuscation & Dynamic Analysis
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What does it mean to complicate/confuse
dynamic analysis?




Dynamic Analysis

A

Analyze a finte subset of finte
program traces to infer informations
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of the whole program, like in program |~ /\

testing and fuzzing

= |Increase false negatives?
= Soundness can be forced or harmed by transforming the

analysis or the program?

Analyze a single trace to better
understand what went wrong or for
runtime monitoring/verification

= |nsert useless computations




Code Obfuscation & Dynamic Analysis
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Formalizing Dynamic Analysis

Property of single trace (no properties of sets of traces)

Equivalence Relation A




Formalizing Dynamic Analysis

Property of single trace (no properties of sets of traces)

Equivalence Relation A

Dynamic Analysis
(Exe(P),A)
sound
unsound

Soundness
A(Sem(P)) = A(Eze(P)) A(Sem(P)) = {[o]a | 0 € Sem(P)}



Obfuscating Dynamic Analysis

The key for harming dynamic analysis is diversification
wrt the property being analysed

|

Original program Obfuscated program

Colours represents the equivalence classes wrt A

|deally: specialise the program for every input wrt A




Obfuscat/ng Dynam/c Analys:s

The key for harmlng dymlc anaIyS|s IS dlversmcatlon
wrt the property being analysed

iInputs
INputs

Original program Obfuscated program

A program transformation O: Programs — Programs obfuscates property A :
» O preserves the observational behavior of programs
» The property A of O(P) is diversified wrt P
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Data Obfuscation
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= D(res
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Data Obfuscation

, J(P)

| input x;

mnput X; Ceneoding X 1= 2¥x; O

sum ;= 0; sum := 0:

Wl)l(ﬂ@_ X[ <459? while x <, 2%50

o _,X_’ . o X = [x,2%50—1]
sum ;= sum + X; sum ;= sum + x/2;
X=X+ 1;

X=X+ 2;

Gecoding Xi= X[2; >

No effects on
dynamic analysis



Dynamic Data Obfuscation

P
input X; Diversification
sum := 0; Parametric data

while x < 50 \@
o X = [x,49]
sum ;= sum + X;
X=X+ 1;

Dynamic analysis
needs to observe
at least n traces

Tn(P)

input X;

n := select(N,X);

Qﬁ= Il*X; Encoding >

sum := 0;

while x < n*50

e X = [x,n x50 — 1]
sum := sum + X/n;
X =X + n;

@Z X/n; Decoding >




Diversification =~

N

input(X)
lf X iS even:

Dynamic CFG Obfuscation




@ % A = Properties of set of traces, other properties? Topological
- characterisation wrt to the kind of property being analysed

=Model validation (ORAM, fuzzers, input generator and
@ recognisers,...)

+ - = Potentiality and limits of code obfuscation for dynamic
analysis

= Extend the model with measure of likelihodd of the inputs
. (probability distribution over the input)






| hope | haven’t
annoyed you too
much !!!
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